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ABSTRACT

In recent years, smart energy-efficient systems have undergone rapid development, and as their
adoption continues to expand, the risk of exposure to cyberattacks has increased accordingly. Within
the scope of this study, the most common types of cyberattacks targeting smart devices were identified,
and potential preventive and protective measures were analyzed and evaluated. Furthermore, a smart
energy-efficient system, a web-based platform for system management, and source code for detecting
Distributed Denial-of-Service (DDoS) attacks were designed and developed, followed by validation
through simulation and laboratory-based experiments. By assembling and testing a smart device in
a real-world environment, this study experimentally demonstrates the feasibility of system modeling,
web platform integration, and the implementation of sofiware capable of detecting cyberattacks
targeting the device.

Keywords: Smart Energy-Efficient System, Cyberattack, Cybersecurity Protection Methods, Intrusion
Detection Software, Hardware Testing, Internet of Things (IoT).
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XYPAAHI'YH

Opuum xyu XoMHIIMUUHK yxXaaiaz cucmemyyo CYYAullH HCULYy0I0 IPUUMMIU XO2HCUHNC, XIPI2NII
Hb Op2odcun mandc Oytumail Xon60200H Kubep Xanonazad epmex 3pcodl MOH aOUll HIMISOIHC
baiina. DHIXYY €YOaneaanvl XypIasHO yxaaide moxo6poMICYy03I0 XaMuliH mya3dmai moxuono002
Kubep Xanonazvli mepiyyoutie mooopxouxtc, mao2adpIdc YPoOUULAH CIPULLIX OONOH XAM2aanax
bonomxcum apea, WuUOAyyoutic cyoanxic OyeHICIH. TYYHUNOH 3puum Xy4 XOMHIMMULH yXaanaz
cucmem, ye cucmemutie youpoax ee6 cyypemail niamgopm, men DDoS xanonazvie uapyynsx
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nPO2PAMMbIH KOObI2 3a28apUNaH DOLOBCPYYINC, CUMYIAYULIH OOIOH 1aD0PAMOPULIH OPYUHO MYPUIULIN
sagyyncan. Yxaanaz meoxeopomoicutic 600um OpuuHO yecapy mypuiux 3amMaap myxauH cucmemuiic
XOPXIH 3a26apynax, 6ed niamgopmmou Xonbox, yimaap moxeopomicud YuenIcon Kubep xanonazvle
UAPYYAIX NPOSPAMM XAH2AMAUCULZ XIPIACYYAIX GOTOMIUCIOLL.

Tyaxyyp ye: Opuum Xyu XoMHOUMULH yXaaniae cucmem, Kubep Xanoiaed, Xaioiazadc Xameaanax
apea, xanonaza urpyyadx npoepamm, moxeopoMICULIH Mypuluam, 3yUICUin UHIMepHIN.

Youptraa

DpUrM XYd XOMHAITHNH yxaanar cucteM (OXXYC) Hb 3punM XYIHHH X332,
YHILABIPIRI, JaMKyyaanT, TYTIITUIH MPOLECCHII aBTOMATXKyyIaH OHOBUYTOH 0OIrox
30PMIITOTOH. “DPUNM XYY XOMHAJITUHH CHCTEM THIAT Hb 3PUUM XYUHUT anb 000X Oara
3apIyyiDK, Yp alIUITai almmiax, alaariyisll Oyypyyinax, MOH X3p3II3aT XsHaX, yAUpAax
30pWITOTOM TEXHOJIOTH, TeXeepeMX, INPOrpaMM XaHIaMX, YOUPAJAarslH OOmIoro,
nporecchiH 1ot oM™ Tk ISO50001 cranmapran 3aacan 6aiimar (Jaimish 2025).

OpunM XY4HHHA XOMHAINT OOJOH 3puuM Xyunuid yp amruir (efficiency)
tooroonoxnpoo CucremuitH onon (Systems Theory), I'3apar xoin000HB yaupIIarsiH
onon (Feedback Control Theory), OnoBunonsH onon (Optimization Theory) 33par
TEXHUK OOJIOH CHCTeMUITH oHOMyyAbIT amuriaaar (Narantuya V. et al. 2025).

OJIoH YIICBIH TyplILIaraac xapaxaj dp4iM Xyd XOMHIJITHHH OOIUIOTO, CTaHAAPT,
TEXHOJIOTHHT HABTPYYIIX HBb 3punM XY4HHH X3pammar 10-40% xypron Oyypyymx
yannar 6aitHa (“Why Energy Efficiency Matters™ 2026).

OXXYC-uifr mar fnapaaraiiraap XaparKkyyJidX Hb 9pUUM XYUHHUH X3parmaa Oyypax,
AIIMTIIANTHIH 3apAai Oaracax, TOX0OPOMKHIH alllUIIANTEIH Xyralaa yprcax, oalraib
OPYMHJ 3UIT3H, TOTTBOPTOM X3PAMIAI XIBIIUX, XYHUI XOJOJIMOPUNT XOHIOBWIOX I'3X
MAT a4 XOJIO0OTIOITOM.

OXXYC-uiiH CYDKIHUR XdP3MId3 Hb OMIAHMH ellep TYTMBIH YHI axuiuiaraa,
Ou3Hec, TIp axyi, OJOH HUHUTHHH &KW, 3pYYJl MPHIUWH YHIUWITI?, Y3BIp, Oapuira
I9X MAT OJIOH canbapyydal HIBTIPY, XYJIOMKHHH XUHT OyypyylaH yyp aMbCTaJIbIH
0OPUWIONTUHIT caapyynaxaa HAH uyxan (Bayarmunkh B. and Sodnomtsog D. 2025).

OXXVYC-niin  Ttamaap H.JIxarBa-Oump “loT cyypuncan yHaaB3pIIMiH
apromarxkyynant’ 2020; b.Dux0asp ‘220B-uiin uaxunraan xaHramkuiH loT
yaupiiarei 3arsap” 2024; B.Opbona “OpuuM Xy4yHHHA XOMHAIITHHH MEHEKMEHTHHT
caibkpyynax Hb: OpIdHAT YinaBipuitH JlynaaHpl naxuiraan CTaHIBIH JKUII3OH A33p”
2025; Y.Xocbasap “KOMceiH MHTEpHAT aroynryd Oaiimiein cynanraa” 2024; Matthias
Weigold, Michael Frank Borys loshchikhes.2024; A Systematic Review of Expert
Systems for Improving Energy Efficiency in the Manufacturing Industry; Hamed
Khosravi, Hadi Sahebi, Rahim khanizad, Imtiaz Ahmed 2023; Building Energy
Efficiency through Advanced Regression Models and Metaheuristic Techniques for
Sustainable Management; Stephanie D unhaupt “Vulnerabilities of Industrial Automation
Systems” 2012; Final Report - Study on cybersecurity in the energy sector of the Energy
Community”.2019; GW Ten, M Govindarasu, CC Liu, “Cybersecurity for electric
power control and automation systems” 2007 13X M3T cynanraanyyd XUHTACOH OaliHa.
Oara»p cygainraa Hb [ar YeMHH IIHMHXTIH TYH IUHKUITID XUUCOH CylalraaHbl aXKIyyl
Oereej 3apuM CydairaaHbl @KW1 Hb CUMYISIOUHH OpPYMHI yXaajar TeXeepeMKHIH
HOIPH XOCTUHr TypuicaH cynanraanyyn OaiiHa. MoHrom yicelH KuOep aroyaryi
OalianelH canbapblH XyBbA 3acTHiiH Ta3pblH Xapbsia Oairyymnaryyn xkubep xajmiaran
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epTex dpcAdi Mall eHjep Oaiiraa 6a XalUIarbliH X3B IIHUHKTIH, COHKUITIA XaHAANTYY
“OXYVY (128,118,675), BHXAY (50,599,140), AHY (65,410,867)-aac XaMIrHiH X UPK
Oaliraa tanaap MaAUIHAT “LaxuM Xerkull, ”THHOBALI, XapHiIlaa XoJI00OHHI siaM” MK
XyyacHaa MIIP3JIC3H. MeH 3acruiiH ra3peiH Xapbsa Oairyymnaryyn (70%), spyyn
MaHuiH canbdap (14%), Yncen ux xypain (11%) 6omoH Xyyns caxuynax 6alryymiaryyn
(1%) kubep xananaraa epTex 3pcadITIH OaifHa.

Cynajiraanbl 30puJjro, 30puJiT

CyynmuitH  KWIYYION TEXHHWK, TEXHOJNOTH XypHaanrail Xerkmk Oyirai
XOJIOOOTOMTOOP THATIIPTIN YSUTACAH APCAPTYYI MOH aiiil HIMAITAMK OaitHa. Y YHUH
yaMaac X3p3rIdrduj eep TyTaMaa alnmiax Oyl yxaanar ToeXeepeMxeep AaMKyylaH
MAIPAIUIMAH aoyITYH Oaiian amgarmax J3pcAdATdIH HYyp Tynrapd OaifHa. DHAXYY
CyJaJiraa Hb 3pUUM XY4 XOMHIITUIH yXaanar CHCTEMUHT 30XHOH OYTI?K, XaMI'MHH UX
TOXHOJOXK OyH KHOep Xaluiaryyabll TOZOPXOWIDK, T3Ar3IPIIC XaMraajuax apryyiabir
Cy[UIaH, XaJJyiara Wipyymiasx cucteMuiir Python nporpamMuianbsia X0 133p 3arBapuiad
TYPLUMIT XUMH Yp OYH raprasa.

Cynanraansl apra 3yi

OHAIXYY CyHaliraaHbl aXWiJ HIMHKIX yXaaH]l 6preH X3p3MIdTAIAT Xapbllyyilax
apra, CHCTeMUITH 3a/J1aH IIHWHXHUIT3 OO0JOH CHHTE3, HII'TIIH JYTHAIX aprawiaiyyIabir
TYYHWI?H KOMIBIOTEPBIH CHUMYJSI] OOJNOH J1abopaTOpuiiH TYPIIMITHIH apTyyIbIT
alIMIvIaH TYPILIMIT, CyJajraaHbl yp JAYHT TOJOPXOMJIOXBIT 30pBCOH OONHO. DIuilH
3aCTHITH XOrkKJieep TIPIYYJIdrd YyIC OpHYYH ajlvMBaa IIWHY TEXHHUK, TEXHOJOTHUHT
HIBTPYYIIDXI33 3XJI3 KOMITBIOTEP CUMYJISIIMWH OpYMHA TYypUIMDK Y313, MHTracH?3p
3IMIH 3aCTHIH YP 6reeXXUIT HAIMAIIYYJISXUIH 33p3riad3 ajluBaa 3pCcAdIIdAC YpbIuuiaH
COPTUMAIAIX OOJIOMKTOH.

Jpxuiis TEXHUK, TEXHOJIOTHOPOO T3PTYYJIIATY YACYYABIT CyIJIaH Y39X3/:

AHY-vin_xopsenzeyouiin xomuanm: Parks Associates-uitn cynanraaraap AHY-bin
yXaaJjar 3puuM XYUHHUH yxaajar TeXeepeMKyY amuriagar epxyyauita 70% He a3puum
XYYHUH X3p3mmar Oyypyyik, 3apAiibll XOMHICOH K MAIIICOH OaiiHa (Parks Assoc.
2016).

Hx bpumanuiin xspsendeyouiin xomuzam. VIx Bpuranuitn epxyynuitn 63% Hb
SPYMM XYYHUH XOMHAITTOH MUHIWIBIYYAUUT XUUCHIIP KUA TyHmkaap 283.90 ¢yHT
CTEPIIMHT XOMHACOH OaiiHa. Men 2023 onx 3.3 cas yxaanar TOOnyyp CyypHIyyJicaH Hb
SPYMM XYYHHH XOMHAJIT] XyBb HOMIp opyyican OaiiHa (Parks Assoc. 2016).

Hanu yicein xapaendeyoutin xomuonm: Jlanu yicelH cyfairaaraap M3pHHH 3pUYUM
XYYHUH yxXaanar yOUpAJarblH CUCTEMYYIUHT alluriacHaap OBIUIH YAHpall[ 3pYUM
XyuH#ii x3panmar 30% xypTan OyypyyicaH OaiiHa.

OXY-uiin_xspoensewouiin_xomusnm: OXY-biH benropox myx 2023 onnx 2,144
TepuiiH OairyymnarsiH 5,332 Gapwmiraac 3puuM XY4HuHH 3apzpan 4.8 1apOym pyOnb
Oaiican Oon yYHUWIT 5 sxuimiiH Xyranaana 8%-uap Oyypyyncan Oaitna (Koshlich et al.
2024).

BbHXAY-vin_xapoenseuoutin xomuonm: L3B3p 5purM XY4YHUH 53X YYCBIPYYIUIH
yitnasapmea 2024 onx 3,200 Tapbym kBT.I Xypu, emMHeX oHOOC 8%-nap ecceH Oereen
2023 onn spunM XydHuil xsMHInT 0.5%-map OyypcaH y3yymanTTsi rapcaH OaifHa
(Reuters 2024).
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Witma3c 9HAXYY eryymn He MoHron yncaj amwuriarjax Oailiraa yxaamjar
TOXOOPOMKYYIUIT XOPXOH 3arBapuuinK, BeO MIaTGopM XOPXdH YYCI'BK XOIOOTIJIOT,
9HIXYY YHII SBLAJ HAKTIAT rapaar KMOep Xajajarsil CyIjlaH, TOArIIp Xalaryyaaac
XaMTHHH WX YHIIATICOH XaNUIarbIl X3pX3H WIPYYIIdX MPOrpaMM 30XHO0XK O0JIOX Tanaap
TyplumiITaap 0aTiaaxsIr 30pbxk OaiHa.

Mamaii opHBI XyBbJ] 4 H3 JKULITUHT Jarax, IIUH3 TEXHUK, TEXHOJIOTHIT rajHaac
LIyy[, UMIOPTIOXBIH OPOHJA ©6pCOUHH CUMYIALUNHH OpYMH] TYpUIMK, CyAJaX Hb
eHzep a4 xondornonToit oM. DXXY C-uiir mabopatopuiiH 60JIOH CUMYISLMAH OPUYUH]
TyplicaH 0eree;l 3HAXYY TYPIIMJITBIH OYTHUHH CXeM, TOXOOPOMKHUIH XOIOOTICOH
Oaiizan, MAIPITY TOXOOPOMKYYAMIH TYPIIMITHIH Yp AYHT Japaax Oaiianaap xapyyas.

3ypaz 1. XXV C — utin 6ymyuiin cxem

3ypaz 2. a. yeaapuiin xuil M30pa24 6. X0001200H MI0pIey 8. Raspberry Pi

2. Arduino Mega?25 0. eytioan maopazu e. peneii €. COpOH30H NYCKAMENb JiC.
memnepamyp, YUl Ma0pacy
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3ypaz 3. Typwunmoin XXYC-uiin Fritzing npoepamm 033px Xon60imsin Oypcisi

3ypaz 4. Youponazvin xagmaneuiin mexeepemucyyo Xoib020CoH mypuuimolt 3a26ap
xapazoax unmepeitic
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3ypaz 5. DHT22 (memnepamyp, yutiewiun) Ma0pI24uiiy mypuuim, yp OyH

3ypaz 6. Yeaapvin xuit M30pI2HUlin Mypuwuim, yp oyt
ACS712 ry#msn MaaparduiH TypmmaT xuibk (220v-mitH mpai acaax TYHIdI
MOIPITIHNAT X0JI00C0H), Arduino mporpaMM I33p KO aXWIUTyYJIaH CepHall MOHHTOD
XHHH Yp JAYHT 6 ayraap 3ypart xapyyJias.
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3ypaz 7. ACS712 eytioan madpaeuutin mypwuam, yp OyH

3ypaz 8. Coponson agmomam ynmpaanevie YOUpoIdaevblH Xasmanmaii Xxonb0coH
xonborm
OrerMIT XTHAXbIH TYJI X3PATIHUHI IporpaMM Oyioy Beb Xyyaac, allIMKeHIIH
mraapuiarataii 6onxo. Mitma Be6 Xyyacwir yycraxuiin tyng Javascript, PHP, HTML,
CSS, Python rax M3T porpaMMuIaIbIH X3IUAT allMITIaH XOrKY YT XUHCHH. Xapargax
nHTepderic Mu3aliHbl XYBb]l CAMKPYYIIAIT XUUTJCOH BeO XyyaacHBI Xaparaax Oailasr
9 ayranp 3ypart xapyyinas.
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3ypaz 9. Cauisicpyyncan 6eb xyyoac xapazoax baiioan

OpYuM XYY XIMHIITHITH yXaajar CHCTeM/ rapaar HHATIAT Kuoep Xaaaaaryyn
OXXVC-n xaMruita ux yimarar 12 tepnuitn kudep xangiareir CrowdStrike

komnanuiiH 2024 oHbI 5-p capblH 12-HBI eJlop IAXUM XyyJcaHJaa HUUTIICOH OaiiHa.

Huiitar rapaar 12 xanmpiareir 100p Typabs.

Quwune (Phishing) xanonaza

Cowuan unscenepunsn (Social Engineering)

Distributed Denial-of-Service (DDoS) attack

Botnet xanonaea

Code injection attack (ko0 opyynax xanonaea)

Supply chain attack (cynocasnuil xaneamoicutin xanonaza)

Insider threats (0omooo aroyn)

DNS (Domain Name System) Tunneling

. Malware (xopmotui npoepamm)

10. IoT-Based attack (unmepnam»0 cyypuncan yxaanae mexeepemgiCcutin Xanonaza)

11. Al-0 cyypuncan xanonaza

Hmapx xanmamaraac DDoS xammnara, Al-1 cyypuican xananara, Botnet xanamara
HB 3PYMM XYY XOMHIITHIH yXaajar CHCTeM/]] XaMI'MiH UX YHIIIATIACOH OaifHa.

VRN W=

Xoparmrunn eepcaee KAB-biH Tanaap cyypb MIUIBITYH Oaliraaraac mantraamK
Xanjnaraj amapxaH eptaer. Mpranuitn 35 XyBp Hb LIaXUM OpPYMH JaxXb HYYyI YTHHAT
Xs10ap TOXUPYYJICHAAp XyBHHMH MAI3ILUID anjcad OaitHa. MeH EBpombiH X0n000HBI
KAB-bIH arenTiaraac ®uia OYpHiiH ecyradp capa 3pXxJdH raprajar “Kubep xananarsia
TONM MAI33”’-HI MaIR3ICH?3P 2023 oHBI nosnooayraap capaac 2024 oHbBI €CaYTI3p CaphiH
xoopou EBponbiH x01600 pyy unrmacan HuidT 11079 kubep xanmnara, 3epumnn 19754
am3ar ar/vulnerability 6yprraracanssc DOS/DDOS/RDOS xananara 4200 ynaa Oyroy
XaMTUHH MX YAJIISTACOH OaiiHa. DHA Hb HMUT XayyarkiH 41.1 XyBuir 33350k Oaiiraa
0o ransomware xampiara 2590 Oyroy 25.79 XyBb, erergenTdii xoia000Tol xajyiara
1910 ynaa 6yroy 19.01 xyBb, comman naxenepurr 610 Oytoy 6 xyBb, malware xanznara
520 ynaa Oyroy 5.19 xyBwuiir 333wk Oaitna (“Kubep Aroynryit baiinan Lluns TexHomoru
ba Tynrapu byii Copunt” 2024).

OXXYC Hp panxuii gasap Xypaanraid ecexx 0aliraa TeXHOJIOTHIH HAT 0eree[| 3H3
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Hb OJIOH cayibapt, TOp AyHIaa yxaajar XOT, YHJIBAIPIAI, 3P axylH X3PAIIdd 39p3rT
epreneep amuniax 6aiHa. Jraxuitn 9XXYC-bia 100 2024 oHA 17.7 TapOyMm, 2025 oHn
19.8 TapOym™m Oatican 601 2034 oH X371 6ceH HAIMATACIP 40.6 Tapoyma (I pagux 1)
XYpax TeneBT3H OaitHa (Taylor 2026).

TIpagux 1. Spuum xyu xomuanmuiin yxaanae cucmemutin2034 on xypmoanx
UHMEPHIMIO X0100200X MOXOOPOMICULH MO0
Yxaanar TeXeepeMKXYYIUHH TOO HIMATAIXUUH X3PI3P IPCAAT MOH Jlaraaji eHaep
O0omHO TACOH Yr. THaranp Xanmmaraac xamraaixax apryyabll XdpariInK eepcaeiee
AIOYITYH OaiiTBIT XaHTaX Hb 3YUTIMH.

CynanraaHsl Yp AYH

DDoS xanmnara up OXXYC-1 TYr33Ma371 WIBPAIT XaJIIarklH HAT oM. TyyHHir
WIPYY/I3X MHPOrpaMMbIH KOAbIl Python mporpamMmuianbiH X3 almuniax OWYIK,
a0OpaTOpUitH OpPUYMHJ TYPIIUAT XWX Yy33B. TyxallH mporpaMM Hb ajb 4 cauTaj
aXHIUIaX 0OJIOMXKTOM.

1. Xanara wipyysiadx MpOorpaMMBbIH TYPIIUATBIH VP AYH

TyxailH Xananarell WIPYYJIdX TMPOTPaMMBIH KOMABIT adaanyynaxaj Jaapaax yp
JTYHTYY]l TapcaH.

3ypae 10. Xanonaza unpyynsx npoepammoin mypuuam 1
J33pX yp AYHT33C Xapaxan:
e 12,000 flow erernen yyccan, 0 — X3BHiiH ypcrai, | — xanajarslH yperai
'K XapyyJnk OaiiHa.
e 88% Hb x3BUiH, 12% Hb DD0S Masruiin xanaiara op>x Up:x OaiiHa rIC3H Yp
IOYHT IPOrpaMM Xapyysok OaiiHa.

1.6600 1.6600 1.060008

1.6600 1.6600 1.06000

3ypaz 11. Xanonaea unpyynsx npocpammolr mypuiuim 2
J1P3pX TYpIIMITHIH YP IYH Hb:
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e (0=x2BHIH CYJDKIIHHMU ypcran (xajjajara aryylaaryd XdBHUHH CYJDKIIHUI
ypcrainbia Too 130 6atiHa)
e |=xamanara WIBPCIH cy/uxk3HuN yperan (DDoS xanmnara 6aitk 6om3omryit
CYJDKI3HUH yperan 245 mupxar uidpciH OaiiHa)
2. DDos xamuraraac cOpruiyidX jJapaax apra XaMKdIHyy/1 OaliHa.
o baiiryymmara OypuitH 1o OyTIdI MHTEPHITHHH Tpad Uk OyI0y CYIDKIIHHIMA
YPCTAJIBIT M3PTHKINHAH YUITIIMAH aXKHUITYHA HAT OYpUI3H M3AIAT Oaiix.
e YymH (Cloud) yimaunris ammrmiax.
o CyIDKIHUH aroynryi OalIbIH IIHHITY Y IHHT X3PITKYYIdX.
o Comman aroyaryi OaiIsIr XaHTax.
e DPCIRIUITH YHIITI) XUNX.
e DDos xanjiaraj xapuy apra XamK33 aBax TeJIOBIOree 00I0BCpYYIax.
3. boTHer xanaraac xamraajaax CyyJuiH YEHIH apryyJi:
1. Bot Detection & Filtering (bot nnpyymaar, myynryyp)
2. Al / Mammun cyprant (ML) cyypuican xaMraaiganT
3. Network-Level Security (Cyk33HUI TYBIIHUN XaMraaiair)
4. Edge & Gateway Security (Cy/K33HHI ypcrajiblH XaMraaasir)
5. Endpoint Security (TexeepeMxuiiH xaMmraaaanT)
6. Cucremuiia muHAYI1, ITaTy MeHE)KMEHT
- OS, firmware, loT ToxeepeoMXUIH MaTIUNAT TOITMOJI XUHX;
- Default passwordyynbIT cobx, aloyaTYi HYYIT YT aIlluIiiax;
7. Security Framework 6a ctannapt mepaex
- ISO 27001, NIST 33par craHgapT MepIeXx aKuijaaraaHbl 00mI0ro Oui
6orox;
8. ISP/ YHaocHWMIA TYBIIHKE XaMraananT
- XapuimaH M333J13J1 CONUIIIOX;
- Tom GoTHETHHT TaciaH 30rcoO0X OPYUH OMii OONTOX;
9. Xoparmaruuitn 6onoscpon, Cyber Hygiene
- XyuTa#l Hyyn yr, 2FA ammrnax;
- CoKHTrTHi TUHK, H-MEHIT 133 NapK OOJOXTYHT M3IIIX;
- 10T TexeepeM:KUilr 36B alIUIIax;
10. BoTHeTHItH KOMaH ] CEPBEPUIT TacjaH 30ICO0X
- International botnet takedown axwmimaraan opoJox;
- Komang cepBepyymuiir mipyyspk Tacian 3orcoox (Vandantseren, May 31,
2018);
4. Al-g cyypuicaH xaijaraac xamraajaax apryyu:
1. BomuT naruitn anomanu wipyynant (Real-time Anomaly Detection)
2. Mogyneumiicad Al apXuTexTyp
3. MbomoomuitH OonoH ereranuitH Oaranraaxyymant (Data Validation &
Sanitization)
4. MamuH cyprajiThlH MOJEIUIH XaMTaanaiT
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5. Hyywnan 6a maBrpanT xsHant (Privacy & Access Control)

6. Cucremuiin xssHanT 0a aynut (Monitoring & Auditing)

7. Cyprant, Mamruiia mmmawat (Continuous Learning & Updates)

8. Orernes HEOLUIOX:

9. Zero Trust atoynryit OalinBIH 3arBapbIr XpIrkyyndx: ZT atoynryi GaitmmsiH
3arBapyya Hb OarajiraakyysaiT, 36BII6PeTyH X3paTIAryIuiH XaH JalIT, IPOrpaMMyya
OOJIOH TOXeepeMXKYYId[ TaJHbl ITIHI3N HIBTPIXUHT OPOJIIOXOH OaTanraaxyyinanr
YYCI'®K OalfHTbIH XSHAIIT, AT XUHA3T CHCTEM IOM.

10. XamraananTblH TOX0OPOMKYY/L CYyY/Irax;

11. Cymka2HMI XaMTaaianT alnriax;

12. [udpmnaT amuriax (Encryption).

Ja3px xanpamaraac xamraanax apradajalyyabll OypaH X3p3rKYYJICHIID TyXaiH
TOXOOPOMK OOJOH CYIDKIIHJI Tapax KHOep 3pCldl, alyayylal epTeX Marajjiall
Oaracaxx, OypaH XaMraaiarnaHa.

MeH 3H3xYY eepuitH 0yTa3coH loT Toxeepemx 6onoH TyyHuit DDoS xanamara
WIPYYHI3X, Xamraajax MporpaMM XOCJOH axkulacHaap bartman xamraamax cambapt
yXaajgar XsSHAQJITBIH CHCTEM, TaJ0apblH MOHHUTOp, NPOH, AaBTOMATXKYyJICaH TOHOT
TOX0OPOMK3IPIT M LYY YIaX HAMKYYAUNT OH1ep HapuBYJIaNTal, Tacajagairym,
AIOYITYH KWLIyyJaaX OOJOMMKHMUT OYpIYYJDXK, LPPTUHAH OOBEKTHIH XaMraaiaiT, Xuil
XSHAJIT, TAKTUKAMH M3J33JI13J1 1aMKyyJIalT, KOMaHJIalblH CUCTEMYYIMIH HailaBapTail
@XWularaar XaHrax CTPaTeTMHH ad XoJIOOTIOJITOW HMHTErpalyiarjcaH TEXHOJOTHIH
LIAKARIT 00K XOTKIX 00JI0MKTOH. 30BX0H batian xaMraanax yis1 XoparT aluiax Oum,
33BCOIT XYUHHUH aHTH Oaliryymiaryynaa X3p3IIdd9HUN CUCTEMYYIUIT aBTOMATKYyyiax
OOJIOMKTOM XOpBOX YaaBapTai OyTIAI FOM.

Jyruaar

OpunM xy4d xoMHANTHIH yxaanar cucteM (OXXVYC), loT texnomnoru, yxaanar
TOXOOPOMKYYIUNH XOTKHI Hb XYH TOPOIXTOH aMbJIPAJIbIl XOHIOBUMIDK, TaB TYXBIT
Ouii Oosrok Oaliraa Xaauii 4 Kubep aloyaryi OaiUIbIH acyyajbIr yiaaM Oyp XypLaTrax
Oaiina. OpuuH yen loT TexeepeMKyyd XxamraanaiaTblH TYBIIMH CYJ, XaJlajarag eprex
apcadi eHep Oaiiraa Hb YHISCHUN aroyATYH Oaijana 4 HeJeenex X3MKIdH] Xyp4 000X
oM. OXXVYC 30XuoH OyT39K CUMYJSLMHAH OONOH 1a0OpaTOpUiH OPYMHI TYPIIUXa]
MpOrpaMMBIH OOJIOH TEXHUKHWHH WIT anjaa 3aaraaryil. MeH SHAXYY TOXOepPeMKHUHT
yaupaax B36caiit, DDoS xanaara nnpyysx nporpaMMbIH KOl OMYIK, TYpLICaH OOJIHO.
Oarsp nporpaMMm OOJIOH TOXOOPOMXKUHI Tep, XyBHHH X3BLUIMHH Oalryysiaryygan
aluiax OOJIOMKTOH IOM.

TexHONOTMHH arynaryd OalJuIblr XaHracHaap MOIOIRJIA, CHCTEM, CYJDKIAT
30BIIEOPOIITYH HIBTPIJIT OOJIOH allAarjiaac Xxamraaibk, Oalryyniara, proHul HyyIJ1an
0a UTrIMIIMAT OaTalraaxyylaxblH 33pSTLId3 CHUCTEMHMHH HaiiiBapTrail axuiaraar
HAMOTAYYDK, KHOep Xamaraac YyI9X OAWHH 3acTMHH XOXUPJBIT OyypyyhaH,
X3P3MI3YUIH UTTANIUAT A33LUTYYIIK, XyYJlb, CTAHAAPTHIH MaapIarbl XaHTaH aXuIuIax
HOX1en OYpAYY/IX, yaMaap HUHr M, Oalryymiara, yJac OpHBI KHOep OpYHBI AapXjaar
OIXKYYITHD.

[23p nyprcan xananaraac xamraajgax apryyabll TOTTMOJI X3P3DKYYIDK X3IBIIBAI
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OXXY C-uiir kubep xaniaraac xamraanax 00JIOMKTOH 06ree 1 CHCTEMUITH HalBapTait
aXuiyiaraa, ererIJIuiH aroyIryi 6aiigan xaHraraasa.

OnoH OpHYYABIH TYpILUIAraac Xxapaxaj 3punM Xy4 X3MHAITHIHH 00I0T0, CTaHAAPT,
TEXHOJIOTUIT TYI39MAJ1 HABTPYYJISX Hb HUMT 3pUuM XYUHHH X3parmar 10-40% xypTan
Oyypyy/DK "yajgaar. DH3 Hb YIC OPHBI X3MXKIIH]I 3pUUM XYUHHH X3P3IIIar Oyypyyirk,
SPYMM XYYHHHA YHIABIPIIAI, UMIOPTHIH XOMKIIT Oaracraxas 1I1yys HOJIeeIer.

Oepuiin O0yT33coH [0T Texeepemx Oomon TyyHuit DDoS xananmara umpyymsx,
XaMraajax MporpaMM XOCJIOH aXwulacHaap barinan xamraanax camnbapT yxaanar
XSIHAJTBIH CHCTEM, TajJOapblH MOHHUTOP, IAPOH, aBTOMAT)KYYJICaH TOHOT TOXOOPOMXK
33pAT M3ARIRI LYITYYyaaX HATKYYIUUT eHIep HapuiBuIanTai, Tacaniainryi, aloyiryu
KWLTYy1ax 00JIOMX OYpAYYIDK, LPPrUHH 00BbEKTHIH XaMraaiainT, TAKTUKAHH M1
JaM>KyYJIaT, KOMaHAJaJIbIH CUCTEMYYIMIH HalABapTail a)kujularaar XaHrax CTpaTeruiH
a4 XoJIOOTIONTON HHTErpalyIaracal TEXHOJIOTHIHH IHHIIT 00K XOTKHUX OOJOMKTOH.

OHOXYY Cy#anraaHbl XYpIdHI yXaanar TOXeepeMKYYIdI XaMIHHH TYyIraoMai
TOXUOJAAOT KUOEp XaJJIarblH TOPIYYAMHT TONOPXOWIDK, T3Ar3IPIIC YpbIUMIIaH
COPrUidX OONOH Xamraanax OOJOMXKHUT apra, WHMAITYYAUNT CyAabK OYTHICHH.
TyyHWIDH 3puMM Xy4 XOMHINTHIH yXaamar CHCTeM, yYI' CHCTEMHUUr yauprax BeO
cyypsraii miardopm, MeH DDoS xananarsir WipyyJisx porpaMMbIH KOIBIT 3arBapuiiaH
OOJIOBCPYYIDK, CHUMYISIUMIH OONOH J1a0OpaTOpuUiiH OpYMHA TYPLIMAT SIBYYJCAH.
VYxaanar TexeepeMXHHUI OOOUT OpYMHA yrcapd TYpIIUX 3aMaap TyXalH CHCTEeMHUMT
X3pX3H 3arBapwiax, BeO mIarGopMToi Xoi00X, yIMaap TOXeepeMKHI YWINIICIH
KHOep XanuIarsir WIPYYJI3X MPOrpaMM XaHTAMKHUT XAPATKYYIdX OypsH OOJOMKTONT
TYPLIMJITAaap HOTOJICOH OOJIHO.

Tanapxaa

DHIXYYy OyT3311 O0JIOH TYPIIMIIT Cyajraar iByyyaaxas 3padM M) XapaMryn
xaipian 3aax 30BiecoH Y bXMC-uitH 3p1oM MIUHKUITI WHHOBAIBIH XJITICHIH aXJlax
MIprakunTaH JI.bambaxkapran, YBXUC-uitn Dpamuita cypryynuiin gokrop (Ph.D) 1371
npodeccop b.Baspmenx, mokrop /Ph.D/, npodeccop xypanmaa J[.ComHomiior Oarii
HapTaa Tajlapxajl WIdpXHUIIIbE.
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